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DETAILED ACTION 



1 . This action is responding to application papers filed on 12-3-2003. Claims 1-36 
are pending. Claims 1, 13, 24 are independent. 



2. The nonstatutory double patenting rejection is based on a judicially created 
doctrine grounded in public policy (a policy reflected in the statute) so as to prevent the 
unjustified or improper timewise extension of the "right to exclude" granted by a patent 
and to prevent possible harassment by multiple assignees. A nonstatutory 
obviousness-type double patenting rejection is appropriate where the conflicting claims 
are not identical, but at least one examined application claim is not patentably distinct 
from the reference claim(s) because the examined application claim is either anticipated 
by, or would have been obvious over, the reference claim(s). See, e.g.. In re Berg, 140 
F.3d 1428. 46 USPQ2d 1226 (Fed. Cir. 1998); In re Goodman, 11 F.3d 1046. 29 
USPQ2d 2010 (Fed. Cir. 1993); In re Longi, 759 F.2d 887, 225 USPQ 645 (Fed. Cir. 
1985); In re Van Ornum, 686 F.2d 937, 214 USPQ 761 (CCPA 1982); In re Vogel, 422 
F.2d 438, 164 USPQ 619 (CCPA 1970); and In re Thohngton, 418 F.2d 528, 163 
USPQ 644 (CCPA 1969). 

A timely filed terminal disclaimer in compliance with 37 CFR 1.321(c) or 
1 .321(d) may be used to overcome an actual or provisional rejection based on a 
nonstatutory double patenting ground provided the conflicting application or patent 
either is shown to be commonly owned with this application, or claims an invention 
made as a result of activities undertaken within the scope of a joint research agreement. 

Effective January 1 , 1994, a registered attorney or agent of record may sign a 
terminal disclaimer. A terminal disclaimer signed by the assignee must fully comply with 
37 CFR 3.73(b). 



2.1 Claims 1 - 36 are provisionally rejected on the ground of nonstatutory 
obviousness-type double patenting as being unpatentable over. 



Double Patenting 



claims 1 



33 of copending Application No. 10/690,422; 



claims 1 



33 of copending Application No. 10/849,090; and 



claims 1 



33 of copending Application No. 10/994,010. 
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This is a provisional double patenting rejection since the conflicting claims 
have not yet been patented. 

The subject matter claimed in the instant application is fully 
disclosed in the referenced copending applications and would be covered 
by any patent granted on that copending application since the referenced 
copending application and the instant application are claiming common 
subject matter, 

Claims of the instant application therefore are not patently distinct 
from the other application claims and as such are unpatentable over 
obvious-type double patenting. Later applications claims are not patentably 
distinct from earlier claims, if the later claims are anticipated by the earlier 
claim. 

2.2 Although the conflicting claims are not identical, they are not patentably 
distinct from each other, because the subject matter claimed in the instant 
application is fully disclosed in the referenced copending applications: 
claims 1, 5, 9, 10, 26, 30 of copending Application No. 10/690,422; 
claims 13, 30 of copending Application No. 10/849,090; and 
claims 1,13 of copending Application No. 10/994,010, and would be 
covered by any patent granted on that copending application since the 
referenced copending applications and the instant application are claiming 
common subject matter. 

This is a provisional obviousness-type double patenting rejection. 
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Claim Rejections - 35 USC § 103 

3. The following is'a quotation of 35 U.S.C. 103(a) which fornns the basis for all 
obviousness rejections set forth in this Office action: 

a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title. If the differences between the subject matter sought to be patented and the prior art 
are such that the subject matter as a whole would have been obvious at the time the invention was made 
to a person having ordinary skill in the art to which the subject matter pertains. Patentability shall not be 
negatived by the manner in which the invention was made. 

4. Claim 1, 3 - 8, 13, 14, 16 - 19, 24, 25, 32 - 36 are rejected under 35 U.S.C. 103(a) as 
being unpatentable over Bandini et al. (US Patent No. 7,117,358) in view of 
Mastrianni (US PGPUB No. 20020116641). 

Regarding Claims 1,13, Bandini discloses a system for processing e-mail comprising: 
Bandini discloses wherein distributed network including a plurality of servers that 
receive e-mail messages for a plurality of different remotely located clients, each of 
the servers having a packet sniffer that extracts addresses associated with e-mail 
messages that are communicated to the clients over the network. In addition, 
Bandini discloses wherein a monitor that communicates with the packet sniffers and 
that monitors data regarding the addresses, determines whether traffic from an 
address has exceeded a threshold value, and generates a response for use in 
detecting spam e-mail messages if the threshold value has been exceeded, (see 
Bandini col. 2, lines 9-14; col. 2, lines 62-67: distributed network; col. 1, lines 30-41: 
e-mail relay to monitor e-mail messages, e-mail address processing, threshold 
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processing; col. 4, lines 50-52; col. 4, lines 63-67: exceeding threshold; col. 3, lines 
63-65: response) 

Bandini does not specifically disclose a packet sniffer that extracts originating IP 
addresses associated with e-mail messages. 
However, Mastrianni discloses wherein: 

a) a packet sniffer that extracts originating IP addresses associated with e-mail 
messages that are communicated to the clients over the network; (see Mastrianni 
paragraph [0007], lines 5-7; paragraph [0020], lines 12-17; paragraph [0038], 
lines 1-2: originating IP addresses used for e-mail processing) and 

b) that monitors data regarding the originating IP addresses, determines whether 
traffic from an originating IP address has exceeded a threshold value, (see 
Mastrianni paragraph [0007], lines 5-7; paragraph [0020], lines 12-17; paragraph 
[0038], lines 1-2: originating IP addresses used fore-mail processing) 

It would have been obvious to one of ordinary skill in the art to modify Bandini as 
taught by Mastrianni to enable the capability that extracts originating IP addresses 
associated with e-mail messages, and determines whether traffic from an originating IP 
address has exceeded a threshold value, and generates a response. One of ordinary 
skill in the art would have been motivated to employ the teachings of Mastrianni in order 
to enable the capability for the filtering of e-mail message based on IP addresses, (see 
Mastrianni paragraph [0006], lines 1-8: " ... Current technology to determine the 
contents of an e-mail message have focused on providing the algorithms to determine 
the contents of the message using some form of message scanning. The scanning 
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routine attempts to determine the contents of the message based on semantic rules. It 
would be desirable, however, to have an e-mail filtering program that filters out 
messages based on the user or sender's identification or IP address. . . . ") 

Regarding Claim 3, Bandini discloses the system of claim 1 wlierein each of the 
servers further includes a message switch that determines whether e-mail messages 
are spam, and communicates e-mail messages to clients, (see Bandini col. 1 , lines 32- 
41 : spam determination; col. 3, lines 37-42: transfer message to client) 

Regarding Claims 4, 14, Bandini discloses the system of claims 1,13 wherein the 
monitor resides on a server separate from the packet sniffers, (see col. 2, lines 9-14: 
email relay separate from email server) 

Regarding Claims 5, 16, 32, Bandini discloses the system, method of claims 3, 13, 24 
further comprising: 

a) a spam database for storing rules for determining whether e-mail messages are 
spam; (see Bandini col. 1, lines 35-39: spam database) 

b) wherein the message switch determines whether e-mail messages are spam 
based on the rules within the spam database, (see Bandini col. 1, lines 35-39: 
database used to determine whether mail message is spam) 
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Regarding Claims 6, 17, 33, Bandini discloses the system, method of claims 5, 16, 32 
wherein each rule in the database is assigned a score that is used to determine whether 
an e-mail message is spam, (see Bandini col. 4, lines 50-54; col. 4, lines 63-67: score 
used for ranking mail messages as spam) 

Regarding Claims 7, 18, 34, Bandini discloses the system, method of claims 6, 17, 33 
wherein the response generated by the monitor comprises raising the score of a rule 
corresponding to the originating IP address, (see Bandini col. 4, lines 48-52: update 
score) 

Regarding Claims 8, 19, 35, Bandini discloses the system, method of claims 1, 13, 24 
wherein the response generated by the monitor, (see Bandini col. 3, lines 63-65: 
response) Bandini does not specifically disclose the response generated comprises 
an alert that is communicated to a spam analyst. However, Mastrianni discloses 
wherein the response comprises an alert that is communicated to a spam analyst, (see 
Mastrianni paragraph [0043], lines 6-10: response to administrator) 

It would have been obvious to one of ordinary skill in the art to modify Bandini as 
taught by Mastrianni to enable the capability for the response generated comprising an 
alert that is communicated to a spam analyst. One of ordinary skill in the art would 
have been motivated to employ the teachings of Mastrianni in order to enable the 
capability for the filtering of e-mail message based on IP addresses, (see Mastrianni 
paragraph [0006], lines 1-8) 
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Regarding Claims 24, Bandini discloses a method for processing e-mail and detecting 
spam e-mail messages, comprising: 

a) routing the e-mail messages through a distributed network including a plurality of 
servers that receive and process e-mail messages for a plurality of different 
remotely located clients; (see Bandini col. 2, lines 9-14; col. 2, lines 64-67: 
network; col. 1, lines 32-41: e-mail processing system) 

b) communicating the processed messages to the plurality of remotely located 
clients by use of the plurality of servers; (see col. 1 , lines 32-41 : e-mail 
processing system) 

Bandini discloses wherein extracting addresses associated with e-mail 
messages that are communicated to the plurality of remotely located clients, 
Bandini does not specifically disclose extracting originating IP addresses 
associated with e-mail messages. 
However, Mastrianni discloses: 

c) extracting originating IP addresses associated with e-mail messages that are 
communicated to the plurality of remotely located clients; (see Mastrianni 
paragraph [0007], lines 5-7; paragraph [0020], lines 12-17; paragraph [0038], 
lines 1-2: originating IP addresses used fore-mail processing) 
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d) monitoring data regarding originating IP addresses; (see Mastrianni paragraph 
[0007], lines 5-7; paragraph [0020], lines 12-17; paragraph [0038], lines 1-2: 
originating IP addresses used for e-mail processing) 

e) determining whether traffic from an originating IP address has exceeded a 
threshold value; (see Mastrianni paragraph [0007], lines 5-7; paragraph [0020], 
lines 12-17; paragraph [0038], lines 1-2: originating IP addresses used for e-mail 
processing; paragraph [0007], lines 7-12: threshold) and 

f) generating a response for use in detecting spam e-mail messages if the 
threshold value has been exceeded, (see Mastrianni paragraph [0043], lines 6- 
10: response to administrator) 

It would have been obvious to one of ordinary skill in the art to modify Bandini 
as taught by Mastrianni to enable the capability to extract originating IP addresses 
associated with e-mail messages, and detemnines whether traffic from an originating 
IP address has exceeded a threshold value, and generating a response. One of 
ordinary skill in the art would have been motivated to employ the teachings of 
Mastrianni in order to enable the capability for the filtering of e-mail message utilizing 
IP addresses, (see Mastrianni paragraph [0006], lines 1-8) 



Regarding Claims 25, Bandini discloses the method of claim 24 further comprising: 
storing data regarding addresses in a database, (see Bandini col. 2, lines 56-58: 
databases, spam and message store) Bandini does not specifically disclose the 
originating IP addresses. However, Mastrianni discloses wherein the originating IP 
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addresses, (see Mastrianni paragraph [0007], lines 5-7; paragraph [0020], lines 12-17; 
paragraph [0038], lines 1-2: originating IP addresses used fore-mail processing) 

It would have been obvious to one of ordinary skill in the art to modify Bandini as 
taught by Mastrianni to enable the capability for originating IP addresses. One of 
ordinary skill in the art would have been motivated to employ the teachings of 
Mastrianni in order to enable the capability for the filtering of e-mail message utilizing IP 
addresses, (see Mastrianni paragraph [0006], lines 1-8) 

5. Claims 2, 9 - 12, 15, 20 - 23, 26 - 31 are rejected under 35 U.S.C. 103(a) as 

being unpatentable over Bandini-Mastrianni and further in view of Lewis et al. (US 
PGPUB No. 20030109248). 

Regarding Claim 2, Bandini-Mastrianni discloses the system of claim 1. 

And, Bandini discloses wherein each server checks the originating IP addresses of 
incoming connections, (see Bandini col. 2, lines 9-14; col. 2, lines 62-67: mail 
server monitoring and processing system; col. 5, lines 44-47: check e-mail sender 
addresses) Bandini does not specifically disclose a blacklist containing IP 
addresses that have been determined to be generating spam e-mail messages, and 
rejecting any connection originating from an address on the blacklist. 
However, Lewis discloses wherein: 

a) wherein each of the servers further includes a blacklist containing IP addresses 
that have been determined to be generating spam e-mail messages; (see Lewis 
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paragraph [0122], lines 11-14; paragraph [0296], lines 9-11; paragraph [0317], 
lines 5-11: blacklist for IP addresses for spam) and 
b) wherein each server checks the originating IP addresses of incoming 
connections to the addresses contained in the blacklist, and rejects any 
connection originating from an address on the blacklist, (see Lewis paragraph 
[0122], lines 11-14; paragraph [0296], lines 9-11; paragraph [0317], lines 5-11: 
blacklist for IP addresses for spam) 
It would have been obvious to one of ordinary skill in the art to modify Bandini- 
Mastrianni as taught by Lewis to enable the capability to utilize a blacklist containing 
restricted IP addresses. One of ordinary skill in the art would have been motivated to 
employ the teachings of Lewis in order to enable the capability to utilize an improved 
customer interface for email processing, (see Lewis paragraph [0009], lines 1-7: " ... 
In summary, customers often desire increased access to a messaging system as well 
as an improved set of functions with which to interact with the system. Applicants have 
found that existing messaging systems do not provide customers proper access to the 
system nor do they provide a set of functions that allow acceptable interaction. 
Accordingly, an improved customer interface is needed. ... 

Regarding Claims 9, 31, Bandini discloses the system, method of claims 2, 30. (see 
Bandini col. 2, lines 9-14; col. 2. lines 62-67: mail server monitoring and processing 
system; col. 5, lines 44-47: check e-mail sender addresses) Bandini does not 
specifically disclose a command to add the originating IP address to the blacklist. 
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However, Lewis discloses wherein the response generated by the monitor comprises a 
command to add the originating IP address to the blacklist, (see Lewis paragraph 
[0122], lines 11-14; paragraph [0296], lines 9-11; paragraph [0317], lines 5-11: blacklist 
processing for originating IP addresses) 

It would have been obvious to one of ordinary skill in the art to modify Bandini- 
Mastrianni as taught by Lewis to enable the capability to utilize a command to add the 
originating IP address to the blacklist. One of ordinary skill in the art would have been 
motivated to employ the teachings of Lewis in order to enable the capability to utilize an 
improved customer interface for email processing, (see Lewis paragraph [0009], lines 
1-7) 

Regarding Claims 10, 21, 27, Bandini discloses the system, method of claims 1, 13, 
24. (see Bandini col. 2, lines 9-14; col. 2, lines 62-67: mail server monitoring and 
processing system; col. 5, lines 44-47: check e-mail sender addresses) Bandini does 
not specifically disclose the threshold value comprises a rate parameter. However, 
Lewis discloses wherein the threshold value comprises a rate parameter, (see Lewis 
paragraph [0296], lines 5-7; paragraph [0483], lines 2-8: connection rate (per second)) 

It would have been obvious to one of ordinary skill in the art to modify Bandini- 
Mastrianni as taught by Lewis to enable the capability to utilize a threshold value 
comprising a rate parameter. One of ordinary skill In the art would have been 
motivated to employ the teachings of Lewis in order to enable the capability to utilize an 
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improved customer interface for email processing, (see Lewis paragraph [0009], lines 
1-7) 

Regarding Claims 11, 22, 28, Bandini discloses the system, method of claims 1,13, 
24. (see Bandini col. 2, lines 9-14; col. 2, lines 62-67: mail server monitoring and 
processing system; col. 5, lines 44-47: check e-mail sender addresses) Bandini does 
not specifically disclose the threshold value comprises a maximum total connections 
parameter. However, Lewis discloses wherein the threshold value comprises a 
maximum total connections parameter, (see Lewis paragraph [0296], lines 5-7; 
paragraph [0483], lines 2-8: connections) 

It would have been obvious to one of ordinary skill in the art to modify Bandini- 
Mastrianni as taught by Lewis to enable the capability to utilize the threshold value 
comprises a maximum total connections parameter One of ordinary skill in the art 
would have been motivated to employ the teachings of Lewis in order to enable the 
capability to utilize an improved customer interface for email processing, (see Lewis 
paragraph [0009], lines 1-7) 

Regarding Claims 12, 23, 29, Bandini discloses the system, method of claims 1, 13, 24 
wherein the monitor determines whether an address has exceeded a threshold value, 
(see Bandini col. 1, lines 30-41: e-mail relay to monitor e-mail message processing, 
threshold processing; col. 4, lines 50-52; col. 4, lines 63-67: exceeding threshold) 
Bandini does not specifically disclose whether an originating IP address has exceeded a 
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threshold value by including a rate parameter and a maximum connections allowed 
parameter. However, Lewis discloses wherein whether an originating IP address has 
exceeded a threshold value by use of a token bucket algorithm including a rate 
parameter and a maximum connections allowed parameter, (see Lewis paragraph 
[0296], lines 5-7; paragraph [0483], lines 2-8: connections, rate (per second)) 

It would have been obvious to one of ordinary skill in the art to modify Bandini- 
Mastrianni as taught by Lewis to enable the capability to utilize a threshold value 
including a rate parameter and a maximum connections allowed parameter. One of 
ordinary skill in the art would have been motivated to employ the teachings of Lewis in 
order to enable the capability to utilize an improved customer interface for email 
processing, (see Lewis paragraph [0009], lines 1-7) 

Regarding Claims 15, Bandini discloses the system of claim 13. (see Bandini col. 2, 
lines 9-14; col. 2, lines 62-67: mail server monitoring and processing system; col. 5, 
lines 44-47: check e-mail sender addresses) Bandini discloses a store on each server, 
(see Bandini col. 2, lines 56-58: storage; col. 2, lines 9-14; col. 2, lines 62-67: servers) 
Bandini does not specifically disclose a blacklist, and the blacklist including IP 
addresses that have been determined to be generating spam. However, Lewis 
discloses wherein further comprising: a blacklist, the blacklist including IP addresses 
that have been determined to be generating spam, (see Lewis paragraph [0122], lines 
11-14; paragraph [0296], lines 9-11; paragraph [0317], lines 5-11: blacklist for IP 
addresses for spam) 
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It would have been obvious to one of ordinary skill in the art to modify Bandini- 
Mastriannl as taught by Lewis to enable the capability to utilize a blacklist, and the 
blacklist including IP addresses that have been detenfnined to be generating spam. 
One of ordinary skill in the art would have been motivated to employ the teachings of 
Lewis in order to enable the capability to utilize an improved customer interface for 
email processing, (see Lewis paragraph [0009], lines 1-7) 

Regarding Claims 20, Bandini discloses the system of claim 13 wherein the response 
generated by the monitor comprises a command to the system to block future e-mail 
messages, (see Bandini col. 4, lines 20-24: block mail messages from email address) 
Bandini does not specifically disclose the originating IP address. However, Lewis 
discloses wherein a command to the system to block future e-mail messages from the 
originating IP address, (see Lewis paragraph [0122], lines 11-14; paragraph [0296], 
lines 9-11; paragraph [0317], lines 5-11: blacklist for originating IP addresses) 

It would have been obvious to one of ordinary skill in the art to modify Bandini- . 
Mastrianni as taught by Lewis to enable the capability to utilize a command to the 
system to block future e-mail messages from the originating IP address. One of 
ordinary skill in the art would have been motivated to employ the teachings of Lewis in 
order to enable the capability to utilize an improved customer interface for email 
processing, (see Lewis paragraph [0009], lines 1-7) 

Regarding Claims 26, Bandini disclpses the method of claim 24. 
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Bandini discloses checking addresses, and determining whether traffic from an 
originating IP address has exceeded a threshold, (see Bandini col. 1, lines 30-41: e- 
mail relay to monitor e-mail message processing, threshold processing; col. 4, lines 
50-52; col. 4, lines 63-67: exceeding threshold) Bandini does not specifically 
disclose checking originating IP addresses against the list, and determining whether 
traffic from an originating IP address has exceeded a threshold value. 
However, Lewis discloses wherein further comprising: maintaining a list of 
acceptable IP addresses: 

a) checking originating IP addresses against the list; (see Lewis paragraph [0122]. 
lines 11-14; paragraph [0296], lines 9-11; paragraph [0317], lines 5-11: blacklist 
for originating IP addresses, whitelist) and 

b) determining whether traffic from an originating IP address has exceeded a 
threshold value only if the originating IP address is not in the list, (see Lewis 
paragraph [0122]. lines 11-14; paragraph [0296], lines 9-11; paragraph [0317], 
lines 5-1 1 : blacklist for originating IP addresses) 

It would have been obvious to one of ordinary skill in the art to modify Bandini- 
Mastrianni as taught by Lewis to enable the capability to check originating IP 
addresses against the list, and an originating IP address has exceeded a threshold 
value. One of ordinary skill in the art would have been motivated to employ the 
teachings of Lewis in order to enable the capability to utilize an improved customer 
interface for email processing, (see Lewis paragraph [0009], lines 1-7) 
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Regarding Claims 30, Bandini discloses the method of claim 24. 
Bandini does not specifically disclose a blacklist. 
However, Lewis discloses further comprising: 

a) storing IP addresses that have been determined to be generating spam in a 
blacklist; (see Lewis paragraph [0122], lines 11-14; paragraph [0296], lines 9-11; 
paragraph [0317], lines 5-1 1 : blacklist for IP addresses) 

b) checking originating IP addresses of incoming connections to the servers against 
the IP addresses contained in the blacklist; (see Lewis paragraph [0122], lines 
11-14; paragraph [0296], lines 9-11; paragraph [0317], lines 5-11: blacklist for IP 
addresses) and 

c) rejecting any connection originating from an IP address in the blacklist, (see 
Lewis paragraph [0122], lines 11-14; paragraph [0296], lines 9-11; paragraph 
[0317], lines 5-1 1 : blacklist for IP addresses) 

It would have been obvious to one of ordinary skill in the art to modify Bandini- 
Mastrianni as taught by Lewis to enable the capability to utilize a blacklist containing 
restricted IP addresses. One of ordinary skill in the art would have been motivated to 
employ the teachings of Lewis in order to enable the capability to utilize an improved 
customer interface for email processing, (see Lewis paragraph [0009], lines 1-7) 

Conclusion 

6. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Kyung H. Shin whose telephone number is (571) 272- 
3920. The examiner can normally be reached on 9:30 am - 6 pm. 
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If attempts to reach the examiner by telephone are unsuccessful, the examiner's 



for the organization where this application or proceeding is assigned is 571-273-8300. 
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